NZISM v3.6 September 2022 Updates

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using this
Manual : SubSection Key definitions - Edit

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using this
Manual : SubSection Risk management - Edit

(Paragraph) Chapter 3. Information security governance - roles and responsibilities : Section
3.2. The Chief Information Security Officer : SubSection Rationale & Controls - Edit

(Paragraph) Chapter 5. Information security documentation : Section 5.8. Independent
Assurance Reports : SubSection Context - Edit

(Paragraph) Chapter 5. Information security documentation : Section 5.8. Independent
Assurance Reports : SubSection Rationale & Controls - Edit

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Context - Edit

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Rationale & Controls - Language modernisation 7.1.7.R.04

(Paragraph) Chapter 8. Physical Security : Section 8.1. Facilities : SubSection Objective - Edit

(Paragraph) Chapter 9. Personnel Security : Section 9.2. Authorisations, Security Clearances
And Briefings : SubSection Context - NEW Content 9.2.4

(Paragraph) Chapter 9. Personnel Security : Section 9.2. Authorisations, Security Clearances
And Briefings : SubSection Context - NEW Content 9.2.5

(Paragraph) Chapter 9. Personnel Security : Section 9.2. Authorisations, Security Clearances
And Briefings : SubSection Context - NEW Content 9.2.6

(Paragraph) Chapter 9. Personnel Security : Section 9.2. Authorisations, Security Clearances
And Briefings : SubSection Context - NEW Content 9.2.7



(Paragraph) Chapter 9. Personnel Security : Section 9.2. Authorisations, Security Clearances
And Briefings : SubSection Context - NEW Content 9.2.8

(Paragraph) Chapter 9. Personnel Security : Section 9.2. Authorisations, Security Clearances
And Briefings : SubSection Rationale & Controls - Content update 9.2.11.C.02 [CID:1484]

(Paragraph) Chapter 9. Personnel Security : Section 9.2. Authorisations, Security Clearances
And Briefings : SubSection Rationale & Controls - Content update 9.2.12.C.01 [CID:1487]

(Paragraph) Chapter 9. Personnel Security : Section 9.2. Authorisations, Security Clearances
And Briefings : SubSection Rationale & Controls - Content update 9.2.18.C.01 [CID:1508]

(Paragraph) Chapter 11. Communications Systems and Devices : Section 11.6. Radio
Frequency Identification Devices : SubSection Threats and Vulnerabilities — Language
modernisation

(Paragraph) Chapter 12. Product Security : Section 12.1. Product Selection and Acquisition :
SubSection Assurance - Edit

(Paragraph) Chapter 12. Product Security : Section 12.4. Product Patching and Updating :
SubSection Rationale & Controls — Language modernisation 12.4.5.C.01 [CID:3455]

(Paragraph) Chapter 13. Media and IT Equipment Management, Decommissioning and
Disposal : Section 13.3. Media Usage : SubSection Rationale & Controls — Language
modernisation 13.3.6.C.01 [CID:4086]

(Section) Chapter 14. Software security : Section 14.2. Application Allow listing — Language
modernisation

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection References — Update

(Block) Chapter 14. Software security : Section 14.2. Application Allow listing : SubSection
Rationale & Controls — Language modernisation 14.2.4.R.01

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.4.R.02



(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.5.C.01 [CID:1242]

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.5.C.04 [CID:898]

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.6.R.01

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.6.C.01 [CID:907]

(Block) Chapter 14. Software security : Section 14.2. Application Allow listing : SubSection
Rationale & Controls — Language modernisation 14.2.7

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.7.R.02

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.7.R.03

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.7.R.04

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.7.R.07

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.7.R.08

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.7.C.02 [CID:936]

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.7.C.03 [CID:940]

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.7.C.05 [CID:945]

(Paragraph) Chapter 14. Software security : Section 14.2. Application Allow listing :
SubSection Rationale & Controls — Language modernisation 14.2.7.C.07 [CID:947]

(Paragraph) Chapter 14. Software security : Section 14.3. Web Applications : SubSection
References — Update



(Paragraph) Chapter 14. Software security : Section 14.3. Web Applications : SubSection
Rationale & Controls — Language modernisation 14.3.8.R.02

(Paragraph) Chapter 14. Software security : Section 14.3. Web Applications : SubSection
Rationale & Controls — Language modernisation 14.3.8.C.01 [CID:1602]

(Block) Chapter 14. Software security : Section 14.3. Web Applications : SubSection Rationale
& Controls — Language modernisation 14.3.10

(Paragraph) Chapter 14. Software security : Section 14.3. Web Applications : SubSection
Rationale & Controls — Language modernisation 14.3.10.R.01

(Paragraph) Chapter 14. Software security : Section 14.3. Web Applications : SubSection
Rationale & Controls — Language modernisation 14.3.10.C.01 [CID:1609]

(Paragraph) Chapter 14. Software security : Section 14.3. Web Applications : SubSection
Rationale & Controls — Language modernisation 14.3.10.C.02 [CID:1608]

(Paragraph) Chapter 14. Software security : Section 14.3. Web Applications : SubSection
Rationale & Controls — Language modernisation 14.3.10.C.03 [CID:1610]

(Paragraph) Chapter 14. Software security : Section 14.3. Web Applications : SubSection
Rationale & Controls — Language modernisation 14.3.10.C.04 [CID:1611]

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure : SubSection
Domain-based Message Authentication, Reporting and Conformance (DMARC) - Content
update 15.2.10

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure : SubSection
Domain-based Message Authentication, Reporting and Conformance (DMARC) - Content
update 15.2.11

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure : SubSection
Domain-based Message Authentication, Reporting and Conformance (DMARC) - Content
update 15.2.13

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure : SubSection
Domain-based Message Authentication, Reporting and Conformance (DMARC) - Content
update 15.2.16

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure : SubSection
Rationale & Controls - Content update 15.2.20.C.01 [CID:6019]

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure : SubSection
Rationale & Controls - Content update 15.2.20.C.02 [CID:6020]



(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure :

Rationale & Controls — NEW Control 15.2.20.C.03 [CID:7519]

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure
Rationale & Controls - Content update 15.2.20.C.04 [CID:6021]

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure :

Rationale & Controls — NEW Control 15.2.20.C.05 [CID:7520]

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure :

Rationale & Controls - Content update 15.2.21.C.01 [CID:1745]

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure :

Rationale & Controls - Content update 15.2.27.R.01

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure :

Rationale & Controls - Content update 15.2.28.R.01

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure :

Rationale & Controls - Content update 15.2.28.C.01 [CID:1774]

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure :

Rationale & Controls - Content update 15.2.32.C.02 [CID:1793]

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure :

Rationale & Controls - Content update 15.2.32.C.03 [CID:1794]

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure :

Rationale & Controls - Content update 15.2.33.C.01 [CID:1798]

(Paragraph) Chapter 15. Email security : Section 15.2. Email Infrastructure :

Rationale & Controls - Content update 15.2.33.C.02 [CID:1797]

SubSection

: SubSection

SubSection

SubSection

SubSection

SubSection

SubSection

SubSection

SubSection

SubSection

SubSection

(Paragraph) Chapter 17. Cryptography : Section 17.1. Cryptographic Fundamentals :

SubSection References — Update

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :

SubSection Context - Content update 17.2.13

(Paragraph) Chapter 17. Cryptography : Section 17.5. Secure Shell : SubSection Rationale &

Controls — Language modernisation 17.5.6.R.02

(Paragraph) Chapter 17. Cryptography : Section 17.9. Key Management : SubSection

References — Update



(Paragraph) Chapter 18. Network security : Section 18.2. Wireless Local Area Networks :
SubSection Rationale & Controls — Language modernisation 18.2.25.R.02

(Paragraph) Chapter 18. Network security : Section 18.2. Wireless Local Area Networks :
SubSection Rationale & Controls — Language modernisation 18.2.27.R.01

(Paragraph) Chapter 18. Network security : Section 18.3. Video & Telephony Conferencing
and Internet Protocol Telephony : SubSection Rationale & Controls — Language
modernisation 18.3.9.R.01

(Paragraph) Chapter 18. Network security : Section 18.3. Video & Telephony Conferencing
and Internet Protocol Telephony : SubSection Rationale & Controls — Language modernisation
18.3.10.R.01

(Paragraph) Chapter 18. Network security : Section 18.3. Video & Telephony Conferencing
and Internet Protocol Telephony : SubSection Rationale & Controls — Language
modernisation 18.3.12.C.01 [CID:3740]

(Paragraph) Chapter 18. Network security : Section 18.3. Video & Telephony Conferencing
and Internet Protocol Telephony : SubSection Rationale & Controls — Language modernisation
18.3.12.C.02 [CID:3741]

(Paragraph) Chapter 18. Network security : Section 18.3. Video & Telephony Conferencing

and Internet Protocol Telephony : SubSection Rationale & Controls — Language modernisation
18.3.17.R.01

NEW Section 18.7. Inverse split tunnel VPN
(Section) Chapter 18. Network security : Section 18.7. Inverse split tunnel VPN

(SubSection) Chapter 18. Network security : Section 18.7.Inverse split tunnel VPN :
SubSection Objective

(Paragraph) Chapter 18. Network security : Section 18.7. Inverse split tunnel VPN : SubSection
Objective

(SubSection) Chapter 18. Network security : Section 18.7.Inverse split tunnel VPN :
SubSection Context

(Block) Chapter 18. Network security : Section 18.7. Inverse split tunnel VPN : SubSection
Context

(Paragraph) Chapter 18. Network security : Section 18.7. Inverse split tunnel VPN : SubSection
Context



(Paragraph) Chapter 18.

Context

(Paragraph) Chapter 18.

Context

(Paragraph) Chapter 18.

Context

(Paragraph) Chapter 18.

Context

(Paragraph) Chapter 18.

Context

(Paragraph) Chapter 18.

Context

(Paragraph) Chapter 18.

Context

(Paragraph) Chapter 18.

Context

(Paragraph) Chapter 18.

SubSection Context

(Paragraph) Chapter 18.

Context

(SubSection) Chapter 18. Network security : Section 18.7.Inverse split tunnel VPN :

SubSection References

Network security :

Network security :

Network security :

Network security :

Network security :

Network security :

Network security :

Network security :

Network security :

Network security :

Section 18.7.

Section 18.7.

Section 18.7.

Section 18.7.

Section 18.7.

Section 18.7.

Section 18.7.

Section 18.7.

Section 18.7.

Section 18.7.

Inverse split tunnel VPN :

Inverse split tunnel VPN

Inverse split tunnel VPN

Inverse split tunnel VPN

Inverse split tunnel VPN

Inverse split tunnel VPN

Inverse split tunnel VPN

Inverse split tunnel VPN :

Inverse split tunnel VPN :

Inverse split tunnel VPN

(Paragraph) Chapter 18. Network security : Section 18.7. Inverse split tunnel VPN

References

(SubSection) Chapter 18. Network security : Section 18.7.Inverse split tunnel VPN :

SubSection Rationale & Controls

SubSection

: SubSection

: SubSection

: SubSection

: SubSection

: SubSection

: SubSection

SubSection

: SubSection

: SubSection

(Block) Chapter 18. Network security : Section 18.7. Inverse split tunnel VPN : SubSection

Rationale & Controls

(Paragraph) Chapter 18. Network security : Section 18.7. Inverse split tunnel VPN : SubSection
Rationale & Controls — NEW rationale 18.7.14.R.01



(Paragraph) Chapter 18. Network security : Section 18.7. Inverse split tunnel VPN : SubSection
Rationale & Controls — NEW control 18.7.14.C.01 [CID:7250]

(Paragraph) Chapter 18. Network security : Section 18.7. Inverse split tunnel VPN : SubSection
Rationale & Controls — NEW control 18.7.14.C.02 [CID:7251]

(Paragraph) Chapter 19. Gateway security : Section 19.1. Gateways : SubSection Context -
Edit

(Paragraph) Chapter 19. Gateway security : Section 19.2. Cross Domain Solutions (CDS) :
SubSection Context - Edit

(Paragraph) Chapter 19. Gateway security : Section 19.2. Cross Domain Solutions (CDS) :
SubSection Rationale & Controls - Edit

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Common VolIP and UC Security Risks and Threats — Language modernisation
19.5.11

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Rationale & Controls - Edit

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Rationale & Controls - Edit

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Rationale & Controls — Language modernisation 19.5.28.R.02

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Rationale & Controls — Language modernisation 19.5.28.C.05 [CID:4752]

(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection
Rationale & Controls — Language modernisation 20.3.7.R.01

(Block) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection Rationale
& Controls — Language modernisation 20.3.12

(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection
Rationale & Controls — Language modernisation 20.3.12.R.01

(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection
Rationale & Controls — Language modernisation 20.3.12.C.01 [CID:4406]



(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection
Rationale & Controls — Language modernisation 20.3.12.C.02 [CID:4407]

(Paragraph) Chapter 21. Distributed Working : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls — Language
modernisation 21.4.12.R.02

NEW Chapter — 23. Public Cloud Security

(Chapter) Chapter 23. Public Cloud Security

NEW Section — 23.1 Public Cloud Security Concepts

(Section) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts —
NEW content

(SubSection) Chapter 23. Public Cloud Security : Section 23.1.Public Cloud Security Concepts :
SubSection Objective

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Objective

(SubSection) Chapter 23. Public Cloud Security : Section 23.1.Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context



(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context



(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context



(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context



(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Context

(SubSection) Chapter 23. Public Cloud Security : Section 23.1.Public Cloud Security Concepts :
SubSection References

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection References — Reference table

(SubSection) Chapter 23. Public Cloud Security : Section 23.1.Public Cloud Security Concepts :
SubSection PSR References

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection PSR References — PSR table

(SubSection) Chapter 23. Public Cloud Security : Section 23.1.Public Cloud Security Concepts :
SubSection Rationale & Controls

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls — NEW rationale 23.1.54.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls — NEW control 23.1.54.C.01 [CID:7349]



(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls — NEW control 23.1.54.C.02 [CID:7350]

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls — NEW rationale 23.1.55.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls — NEW control 23.1.55.C.01 [CID:7353]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls — NEW control 23.1.55.C.02 [CID:7354]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls — NEW control 23.1.55.C.03 [CID:7355]

(Block) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls — NEW rationale 23.1.56.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls — NEW rationale 23.1.56.R.02

(Paragraph) Chapter 23. Public Cloud Security : Section 23.1. Public Cloud Security Concepts :
SubSection Rationale & Controls — NEW control 23.1.56.C.01 [CID:7359]

NEW Section — 23.2. Governance, Risk Assessment & Assurance

(Section) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance — NEW content

(SubSection) Chapter 23. Public Cloud Security : Section 23.2.Governance, Risk Assessment &
Assurance : SubSection Objective

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Objective

(SubSection) Chapter 23. Public Cloud Security : Section 23.2.Governance, Risk Assessment &
Assurance : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context



(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Context



(SubSection) Chapter 23. Public Cloud Security : Section 23.2.Governance, Risk Assessment &
Assurance : SubSection References

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection References — Reference table

(SubSection) Chapter 23. Public Cloud Security : Section 23.2.Governance, Risk Assessment &
Assurance : SubSection PSR References

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection PSR References — PSR table

(SubSection) Chapter 23. Public Cloud Security : Section 23.2.Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.16.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.16.R.02

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.16.R.03

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls - NEW control 23.2.16.C.01 [CID:7386]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls - NEW control 23.2.16.C.02 [CID:7387]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls - NEW control 23.2.16.C.03 [CID:7388]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls - NEW control 23.2.16.C.04 [CID:7389]

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.17.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.17.R.02



(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.17.R.03

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls - NEW control 23.2.17.C.01 [CID:7394]

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.18.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls - NEW control 23.2.18.C.01 [CID:7397]

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.19.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls - NEW control 23.2.19.C.01 [CID:7400]

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.20.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.20.R.02

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls - NEW control 23.2.20.C.01 [CID:7404]

(Block) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls — NEW rationale 23.2.21.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.2. Governance, Risk Assessment &
Assurance : SubSection Rationale & Controls - NEW control 23.2.21.C.01 [CID:7407]



NEW Section 23.3. Identity Management and Access Control

(Section) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and Access
Control

(SubSection) Chapter 23. Public Cloud Security : Section 23.3.Identity Management and
Access Control : SubSection Objective

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Objective

(SubSection) Chapter 23. Public Cloud Security : Section 23.3.ldentity Management and
Access Control : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and Access
Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and Access
Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and Access
Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context



(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and Access
Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context

(SubSection) Chapter 23. Public Cloud Security : Section 23.3.Identity Management and
Access Control : SubSection References

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection References — Reference table

(SubSection) Chapter 23. Public Cloud Security : Section 23.3.ldentity Management and
Access Control : SubSection PSR References

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection PSR References — PSR table

(SubSection) Chapter 23. Public Cloud Security : Section 23.3.ldentity Management and
Access Control : SubSection Rationale & Controls

(Block) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and Access
Control : SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Rationale & Controls — NEW rationale 23.3.18.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Rationale & Controls - NEW control 23.3.18.C.01 [CID:7433]

(Block) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and Access
Control : SubSection Rationale & Controls



(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Rationale & Controls — NEW rationale 23.3.19.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Rationale & Controls - NEW control 23.3.19.C.01 [CID:7436]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Rationale & Controls - NEW control 23.3.19.C.02 [CID:7437]

(Block) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and Access
Control : SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context — NEW rationale 23.3.20.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Context - NEW control 23.3.20.C.01 [CID:7440]

(Block) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and Access
Control : SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Rationale & Controls — NEW rationale 23.3.21.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Rationale & Controls - NEW control 23.3.21.C.01 [CID:7443]

(Block) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and Access
Control : SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Rationale & Controls — NEW rationale 23.3.22.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.3. Identity Management and
Access Control : SubSection Rationale & Controls - NEW control 23.3.22.C.01 [CID:7446]

NEW Section 23.4. Data Protection in Public Cloud
(Section) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud

(SubSection) Chapter 23. Public Cloud Security : Section 23.4.Data Protection in Public Cloud :
SubSection Objective

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Objective



(SubSection) Chapter 23. Public Cloud Security : Section 23.4.Data Protection in Public Cloud :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Context

(SubSection) Chapter 23. Public Cloud Security : Section 23.4.Data Protection in Public Cloud :
SubSection References

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection References — Reference table

(SubSection) Chapter 23. Public Cloud Security : Section 23.4.Data Protection in Public Cloud :
SubSection PSR References

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public
Cloud : SubSection PSR References — PSR table

(SubSection) Chapter 23. Public Cloud Security : Section 23.4.Data Protection in Public Cloud :
SubSection Rationale & Controls

(Block) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls — NEW rationale 23.4.9.R.01



(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls — NEW rationale 23.4.9.R.02

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.9.C.01 [CID:7461]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.9.C.02 [CID:7462]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.9.C.03 [CID:7463]

(Block) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls — NEW rationale 23.4.10.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.10.C.01 [CID:7466]

(Block) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls — NEW rationale 23.4.11.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.11.C.01 [CID:7469]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.11.C.02 [CID:7470]

(Block) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls — NEW rationale 23.4.12.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls — NEW rationale 23.4.12.R.02

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.12.C.01 [CID:7474]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.12.C.02 [CID:7475]



(Block) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls — NEW rationale 23.4.13.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls — NEW rationale 23.4.13.R.02

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.13.C.01 [CID:7511]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.13.C.02 [CID:7512]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.4. Data Protection in Public Cloud :
SubSection Rationale & Controls - NEW control 23.4.13.C.03 [CID:7513]

NEW Section 23.5. Logging and Alerting in Public Cloud

(Section) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud

(SubSection) Chapter 23. Public Cloud Security : Section 23.5.Logging and Alerting in Public
Cloud : SubSection Objective

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Objective

(SubSection) Chapter 23. Public Cloud Security : Section 23.5.Logging and Alerting in Public
Cloud : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public Cloud :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public Cloud :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Context



(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Context

(Block) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public Cloud :
SubSection Context

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Context

(SubSection) Chapter 23. Public Cloud Security : Section 23.5.Logging and Alerting in Public
Cloud : SubSection References

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection References — Reference table

(SubSection) Chapter 23. Public Cloud Security : Section 23.5.Logging and Alerting in Public
Cloud : SubSection PSR References

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection PSR References — PSR table

(SubSection) Chapter 23. Public Cloud Security : Section 23.5.Logging and Alerting in Public
Cloud : SubSection Rationale & Controls

(Block) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public Cloud :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Rationale & Controls — NEW rationale 23.5.10.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Rationale & Controls - NEW control 23.5.10.C.01 [CID:7494]

(Block) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public Cloud :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Rationale & Controls — NEW rationale 23.5.11.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Rationale & Controls - NEW control 23.5.11.C.01 [CID:7496]



(Block) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public Cloud :
SubSection Rationale & Controls

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in
Public Cloud : SubSection Rationale & Controls — NEW rationale 23.5.12.R.01

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Rationale & Controls — NEW control 23.5.12.C.01 [CID:7498]

(Paragraph) Chapter 23. Public Cloud Security : Section 23.5. Logging and Alerting in Public
Cloud : SubSection Rationale & Controls — NEW control 23.5.12.C.02 [CID:7499]

(Paragraph) Chapter 24. Supporting Information : Section 24.1. Glossary of Abbreviations :
SubSection Glossary of Abbreviations — Glossary updated

(Paragraph) Chapter 24. Supporting Information : Section 24.2. Glossary of Terms :
SubSection Glossary of Terms — Glossary updated



