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New Zealand Information Security Manual
Comparison between NZISM December v2.2 - PSR Update to
NZISM May 2015 v2.3

Change Chapter Page(s) Dec v2.2
Ref
1. The format of this document has been changed to Full All
bring it in line with GCSB publishing standards Document
2. NEW Chapter inserted 475 - 495
Chapter 20 - Data Management
3. Chapter 20 - Working off-Site moved to Chapter 21 496 - 518 | Pg 486 -508
4, Chapter 21 - Enterprise Solutions moved to Chapter 519 -541 Pg 509 - 530
22
5. Chapter 22 - Supporting Information moved to 542 -560 | Pg531-553
Chapter 23
6. Section 18.6 moved to Section 20.1 and renumbered 475-479 | Pg441 - 445
7. Section 18.7 renumbered to Section 18.6 and 448 - 450 | Pg 446 - 447
renumbered paragraphs, Rationales and Controls
8. Section 19.5 moved to Section 20.2 and renumbered 480-484 | Pg473-477
9. Section 19.6 moved to Section 20.3 and renumbered 485-492 | Pg478-485
10. Section 14.6 moved to Section 20.4 and renumbered 493-495 | Pg310-312
11. Updated Cryptographic Security reference in Chpt 1 16 Pg17
Supplementary Information table
12. Foreword Amended 1 Pg 1
13. 1.1.61 amended text Chpt 1 17 Pg 19
14. 3.3.6.C.06 fixed typo Chpt 3 42 Pg 44
15. 3.3.8.C.01 amended text Chpt 3 42 Pg 44
16. 3.4.5.R.01 amended text Chpt 3 48 Pg 50
17. 3.4.5.C.01 amended text Chpt 3 48 Pg 50
18. 3.4.5.C.02 amended text Chpt 3 48 Pg 50
19. NEW Paragraphs 4.1.26 - 4.1.29 Added on Chpt 4 53
Penetration testing.
20. Renumbered paragraph 4.1.26 to 4.1.30 Chpt4 55 Pg 56
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21. 4.1.30 Added to Reference table Chpt 4 55
22, 4.1 Updated System Certification and Accreditation Chpt4 57 Pg 58
Diagram
23. 4.2.3 Amended bullet list Chpt 4 58 Pg 59
24, 4.2.11.R.02 NEW Rationale added Chpt4 60
25. Renumbered Rationale 4.2.11.R.02 to 4.2.11.R.03 Chpt 4 60 Pg 61
26. 4.3.5 Added to Bullet point list Chpt4 62 Pg 62
27. 4.3.9.C.01 amended text Chpt 4 64 Pg 64
28. 4.3.9.C.02 amended text Chpt4 65 Pg 65
29. 4.3.9.C.04 amended text Chpt 4 65 Pg 65
30. 6.4.3 Amended PSR reference table to Gov10 Chpt 6 112 Pg 113
31. 8.1.5 Amended Table Chpt 8 129 Pg 130
32. 8.1.6 Added NEW paragraph Chpt 8 129
33. Renumbered paragraphs, Rationale and Controls Chpt 8 130-132 | Pg131-133
8.1.6-8.1.11t0 8.1.7 - 8.1.12
34, 8.1.7 Amended text Chpt 8 130 Pg 131 8.1.6
35. 8.1.12.R.01 Added text to paragraph Chpt 8 132 Pg 133
8.1.11.R.01
36. 8.4.10.C.01 amended text Chpt 8 141 Pg 144
37. 10.7.8.R.01 Amended text Chpt 10 199 Pg 199
38. 11.1.5 Added NEW Reference Table Chpt 11 201
39. 11.2.12.R.01 fixed typo Chpt 11 210 Pg 210
40. 11.4.10.R.01 Amended text Chpt 11 217 Pg 216
41. 11.4.10.C.01 Amended text Chpt 11 217 Pg 216
42. NEW Section added at 11.5 Personal Wearable Chpt 11 219-223
devices
43. 12.1.13 changed EAL4 to EAL2 Chpt 12 225 Pg 219
44, 12.4.4.C.04 Amended text Chpt 12 242 Pg 235
45. 12.7.16.R.01 fixed typo Chpt 12 257 Pg 250
46. 15.1.11.C.01 Amended text Chpt 15 322 Pg 317
47. 15.2.6.C.03 Deleted Chpt 15 Pg 322
48. 15.2.6.C.04 Deleted Chpt 15 Pg 322
49, NEW Control 15.2.6.C.03 Added Chpt 15 328
50. Paragraph 16.4.1 Amended text Chpt 16 354 Pg 348
51. 16.4.7 Added NEW paragraph Chpt 16 354
52. Renumbered 16.4.7 to 16.4.8 Chpt 16 354 Pg 348
53. Added NEW Reference Table at 16.4.8 Chpt 16 355
54, Renumbered Rationale & Controls 16.4.8 - 16.4.10 to Chpt 16 354-356 | Pg348-349
16.4.9 - 16.4.11
55. 16.4.11.R.01 Added text Chpt 16 356 Pg 349
16.4.10.R.01
56. 17.1.1 Amended text Chpt 17 364 Pg 357
57. 17.1.3 Amended text Chpt 17 364 Pg 357
58. 17.1.7 Added NEW paragraph Chpt 17 364

GCSB | NZISM Change Register May 2015 Release

Page 2




Change Chapter Page(s) Dec v2.2
Ref
59. Renumbered paragraphs, Rationale & Controls Chpt 17 364 - 371 Pg 357 - 363
17.1.7-17.1.27t0 17.1.8 - 17.1.28
60. Added to Reference Table 17.1.20 Chpt 17 367 Pg 359
61. 17.2.11 Added NEW summary table Chpt 17 373
62. Renumbered paragraphs, Rationale and Controls Chpt 17 374-378 | Pg365-369
17.211-17.2.22t017.2.12-17.2.23
63. 17.2.12 Amended reference table ECDH Chpt 17 374 Pg 365
64. 17.2.15.R.01 Amended text. Chpt 17 375 Pg 367
Changed 1024bits to 4096 bits 17.2.14.R.01
65. 17.2.15.C.01 Amended text. Chpt 17 375 Pg 367
Changed 1024bits to 4096 bits 17.2.14.C.01
66. 17.2.16 Added NEW Rationale and Controls Chpt 17 376
67. Renumbered Rationale & Controls 17.2.16 - 17.2.22 Chpt 17 376 -378 | Pg 368 -369
t017.2.17 -17.2.23
68. 17.2.17.R.01 Amended text Chpt 17 376 Pg
17.2.16.R.01
69. 17.2.17.C.01 Amended text Chpt 17 376 Pg
17.2.16.CO1
70. Added NEW Control 17.2.18.C.02 Chpt 17 376
71. 17.8.13.R.01 Amended text Chpt 17 395 Pg 387
72. 17.8.13.C.01 Amended text Chpt 17 395 Pg 387
73. 21.1.9.R.01 Amended text Chpt 21 499 Pg 510
74. 21.1.18.R.01 Deleted Rationale Chpt 21 Pg 492
20.1.18.R.01
75. 21.1.18.C.01 Deleted Control Chpt 21 Pg 492
20.1.18.R.01
76. Renumbered Rationale & Controls 21.1.19 - 21.1.21 Chpt 21 502 -503 | Pg492-493
t0 21.1.18 - 21.1.20
77. 21.4.5 NEW reference added to reference table - Chpt 21 510
Guide to Bluetooth security
78. 21.4.7.C.01 Amended text Chpt 21 511 Pg 501
20.4.7.C.01
79. 21.4.11.R.01 Amended text Chpt 21 516 Pg 506
20.4.11.R.01
80. 22.1.15 Added NEW Cloud References to Table Chpt 22 521-524 | Pg511-513
21.1.15
81. 22.1.16.C.05 Amended text Chpt 22 525 Pg 514
21.1.17
82. 22.1.17.C.07 NEW Control Added Chpt 22 526
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