Updated in the latest version 3.3:

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using
this Manual : SubSection Objective — 1.1.1 - Content update

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using
this Manual : SubSection Key definitions — 1.1.17 - Content update

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using
this Manual : SubSection Interpretation of controls — 1.1.45 - Content update

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using
this Manual : SubSection References — 1.1.61 - Content update

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using
this Manual : SubSection References — 1.1.62 - Content update

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using
this Manual : SubSection Rationale & Controls — 1.1.63.C.01 - Content update

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using
this Manual : SubSection Rationale & Controls — 1.1.64.C.01 - Content update

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using
this Manual : SubSection Rationale & Controls — 1.1.66.R.02 - Content update

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using
this Manual : SubSection Rationale & Controls — 1.1.66.C.01 - Content update

(Paragraph) Chapter 1. About information security : Section 1.1. Understanding and using
this Manual : SubSection Rationale & Controls 1.1.68.C.01 - Content update

(Paragraph) Chapter 2. Information Security within Government : Section 2.3. Approach to
Cloud Services : SubSection References 2.3.18 - Content update

(Paragraph) Chapter 2. Information Security within Government : Section 2.3. Approach to
Cloud Services : SubSection Rationale & Controls 2.3.23.R.01 - Content update

(Paragraph) Chapter 4. System Certification and Accreditation : Section 4.1. The
Certification and Accreditation Process : SubSection System Certification and Accreditation
Diagram 4.1.30 — Content update

(Paragraph) Chapter 4. System Certification and Accreditation : Section 4.3. Conducting
Audits : SubSection Rationale & Controls 4.3.18.C.02 — Content update



(Paragraph) Chapter 5. Information security documentation : Section 5.1. Documentation
Fundamentals : SubSection Context 5.1.5 — Table update

(Paragraph) Chapter 5. Information security documentation : Section 5.8. Independent
Assurance Reports : SubSection Other Guidance 5.8.50 - Content update

(Paragraph) Chapter 5. Information security documentation : Section 5.8. Independent
Assurance Reports : SubSection Other Guidance 5.8.51 - Content update

(Paragraph) Chapter 5. Information security documentation : Section 5.8. Independent
Assurance Reports : SubSection Other Guidance 5.8.52 — NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 5. Information security documentation : Section 5.8. Independent
Assurance Reports : SubSection Other Guidance 5.8.53 - Content update

(Paragraph) Chapter 5. Information security documentation : Section 5.8. Independent
Assurance Reports : SubSection Other Guidance 5.8.54 - Content update

(Paragraph) Chapter 5. Information security documentation : Section 5.8. Independent

Assurance Reports : SubSection References — Assurance Guidance -5.8.59 — NEW
references added

(Paragraph) Chapter 6. Information security monitoring : Section 6.2. Vulnerability Analysis
: SubSection Rationale & Controls 6.2.5.C.01 - Content update

(Paragraph) Chapter 6. Information security monitoring : Section 6.4. Business Continuity
and Disaster Recovery : SubSection Rationale & Controls 6.4.5.R.01 - Content update

(Paragraph) Chapter 6. Information security monitoring : Section 6.4. Business Continuity
and Disaster Recovery : SubSection Rationale & Controls 6.4.5.C.01 - Content update

Chapter 7 — Information Security Incidents - REVISED

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Objective 7.1.1 - Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Context 7.1.2 - Content update



(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Context 7.1.3 — NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Context 7.1.4 - Content update

(SubSection) Chapter 7. Information Security Incidents : Section 7.1.Detecting Information
Security Incidents : SubSection References 7.1.5 — NEW reference table added

*NUMBERING changes occur

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection PSR references 7.1.6 — Content updated

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Rationale & Controls 7.1.7.R.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Rationale & Controls 7.1.7.R.02 — NEW Rationale

*NUMBERING changes occur

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Rationale & Controls 7.1.7.R.05 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Rationale & Controls 7.1.7.C.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Rationale & Controls 7.1.7.C.02 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.1. Detecting Information
Security Incidents : SubSection Rationale & Controls 7.1.7.C.03 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Objective 7.2.1 — Content updated

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Objective 7.2.2 — NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.3 — Content updated



(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.4 — NEW paragraph

*NUMBERING changes occur

(Block) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context — Subheading updated

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.5— Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.6— Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.7— NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.7 — NEW paragraph

(Block) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context — NEW Subheading — Historical Notes

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.8 — NEW paragraph

(Block) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context — NEW Subheading - Background

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.9 — NEW paragraph

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.10 — NEW paragraph

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.11 — NEW paragraph

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.12 — NEW paragraph

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.13 — NEW paragraph

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.14 — NEW paragraph



(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Context 7.2.15 — NEW paragraph

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.17.R.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.17.C.02 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.18.R.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.18.R.02 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.19.C.01 — Content update

(Block) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls — Subheading updated

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.20.R.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.20.C.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.21.R.02 — NEW Rationale

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.21.C.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.22.R.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.22.C.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.22.C.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.23.R.02 — NEW Rationale

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.23.C.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.24.R.01 — NEW Rationale



(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.24.C.01 — NEW Control

(Paragraph) Chapter 7. Information Security Incidents : Section 7.2. Reporting Information
Security Incidents : SubSection Rationale & Controls 7.2.25.C.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Objective 7.3.1 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Context 7.3.2 — NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Rationale & Controls 7.3.8.R.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Rationale & Controls 7.3.8.R.04 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Rationale & Controls 7.3.8.C.03 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Rationale & Controls 7.3.9.R.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Rationale & Controls 7.3.9.R.02 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Rationale & Controls 7.3.9.C.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Rationale & Controls 7.3.11.R.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Rationale & Controls 7.3.12.R.01 — Content update

(Paragraph) Chapter 7. Information Security Incidents : Section 7.3. Managing Information
Security Incidents : SubSection Rationale & Controls 7.3.12.C.01 — Content update



(Paragraph) Chapter 8. Physical Security : Section 8.1. Facilities : SubSection Rationale &
Controls 8.1.11.C.02 — Content update

(Paragraph) Chapter 8. Physical Security : Section 8.2. Servers And Network Devices :
SubSection Context 8.2.3 — Content update (PSR references)

(Paragraph) Chapter 8. Physical Security : Section 8.2. Servers And Network Devices :
SubSection Context 8.2.4 — Content update (PSR references)

(Paragraph) Chapter 8. Physical Security : Section 8.2. Servers And Network Devices :
SubSection Rationale & Controls 8.2.5.R.02 — NEW Rationale

(Paragraph) Chapter 8. Physical Security : Section 8.2. Servers And Network Devices :
SubSection Rationale & Controls 8.2.5.C.02 REMOVED

(Paragraph) Chapter 9. Personnel Security : Section 9.1. Information Security Awareness and
Training : SubSection Rationale & Controls 9.1.4.R.01 — Content update

(Paragraph) Chapter 9. Personnel Security : Section 9.1. Information Security Awareness and
Training : SubSection Rationale & Controls 9.1.4.C.01 — Content update

(Paragraph) Chapter 9. Personnel Security : Section 9.1. Information Security Awareness and
Training : SubSection Rationale & Controls 9.1.5.C.01 — Content update

(Paragraph) Chapter 9. Personnel Security : Section 9.1. Information Security Awareness and
Training : SubSection Rationale & Controls 9.1.6.C.01 — Content update

(Paragraph) Chapter 10. Infrastructure : Section 10.1. Cable Management Fundamentals :
SubSection Objective 10.1.1 — Content update

(Paragraph) Chapter 10. Infrastructure : Section 10.1. Cable Management Fundamentals :
SubSection Context 10.1.32 — Content update

(Paragraph) Chapter 10. Infrastructure : Section 10.1. Cable Management Fundamentals :
SubSection Rationale & Controls 10.1.51.R.01 — Content update

(Paragraph) Chapter 10. Infrastructure : Section 10.2. Cable Management for Non-Shared
Government Facilities : SubSection Context 10.2.2 — Content update

(Paragraph) Chapter 10. Infrastructure : Section 10.2. Cable Management for Non-Shared
Government Facilities : SubSection Rationale & Controls 10.2.9.R.01 — Content update



(Paragraph) Chapter 10. Infrastructure : Section 10.3. Cable Management for Shared
Government Facilities : SubSection Context 10.3.2 — Content update

(Paragraph) Chapter 10. Infrastructure : Section 10.3. Cable Management for Shared
Government Facilities : SubSection Rationale & Controls 10.3.12.R.01 — Content update

(Paragraph) Chapter 10. Infrastructure : Section 10.4. Cable Management for Shared Non-
Government Facilities : SubSection Rationale & Controls 10.4.12.R.01 — Content update

(Section) Chapter 10. Infrastructure : Section 10.6. Patch Panels, Patch Cables and Racks -
Section Heading Updated

(Paragraph) Chapter 10. Infrastructure : Section 10.6. Patch Panels, Patch Cables and Racks :
SubSection Objective 10.6.1 — Content update

(Paragraph) Chapter 10. Infrastructure : Section 10.6. Patch Panels, Patch Cables and Racks :
SubSection Context 10.6.18 — Diagram updated

(Block) Chapter 10. Infrastructure : Section 10.6. Patch Panels, Patch Cables and Racks :
SubSection Context NEW Subheading — Cable Runs

(Paragraph) Chapter 10. Infrastructure : Section 10.6. Patch Panels, Patch Cables and Racks :
SubSection Context 10.6.19 - NEW paragraph

(Block) Chapter 10. Infrastructure : Section 10.6. Patch Panels, Patch Cables and Racks :
SubSection Context NEW Subheading — Access to BLACK equipment and components
by uncleared staff and contracters

(Paragraph) Chapter 10. Infrastructure : Section 10.6. Patch Panels, Patch Cables and Racks :
SubSection Context 10.6.20 - NEW paragraph

(Paragraph) Chapter 10. Infrastructure : Section 10.6. Patch Panels, Patch Cables and Racks :
SubSection Context 10.6.21 - NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 11. Communications Systems and Devices : Section 11.5. Personal
Wearable Devices : SubSection Rationale & Controls 11.5.16.R.02 — NEW Rationale

(Paragraph) Chapter 11. Communications Systems and Devices : Section 11.5. Personal
Wearable Devices : SubSection Rationale & Controls 11.5.16.C.03 — Content update



(Paragraph) Chapter 12. Product Security : Section 12.4. Product Patching and Updating :
SubSection Rationale & Controls 12.4.6.C.01 — Content update

(Paragraph) Chapter 12. Product Security : Section 12.4. Product Patching and Updating :
SubSection Rationale & Controls 12.4.7.R.01 — Content update

(Paragraph) Chapter 12. Product Security : Section 12.4. Product Patching and Updating :
SubSection Rationale & Controls 12.4.7.R.02 — NEW Rationale

(Paragraph) Chapter 12. Product Security : Section 12.4. Product Patching and Updating :
SubSection Rationale & Controls 12.4.7.C.01 — Content update

(Paragraph) Chapter 12. Product Security : Section 12.7. Supply Chain : SubSection
Rationale & Controls 12.7.21.C.01 — Content update

(Paragraph) Chapter 13. Media Management, Decommissioning and Disposal : Section 13.1.
System Decommissioning : SubSection Rationale & Controls 13.1.10.C.01 — Content
update

(Block) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context NEW Subheading — Passwords and password storage

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.13 — NEW paragraph

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.14 — NEW paragraph

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.15 — NEW paragraph

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.16 — NEW paragraph

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.17 — NEW paragraph

(Block) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context NEW Subheading — Password character set limitations

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.18 — NEW paragraph



(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.19 — NEW paragraph

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.20— NEW paragraph

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.21 — NEW paragraph

(Block) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context NEW Subheading - Hashing

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.22 — NEW paragraph

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.23 — NEW paragraph

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.24 — NEW paragraph

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.25 — NEW paragraph

(Block) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context NEW Subheading - Salting

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.26 — NEW paragraph

(Block) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context NEW Subheading — Key Stretching

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.27 — NEW paragraph

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Context 16.1.28 — NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection References — NEW references added

(Block) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Rationale & Controls NEW Subheading - Hashing

(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Rationale & Controls 16.1.38.R.01 - NEW Rationale



(Paragraph) Chapter 16. Access Control : Section 16.1. Identification and Authentication :
SubSection Rationale & Controls 16.1.38.C.01 - NEW Control

*NUMBERING changes occur

(Paragraph) Chapter 16. Access Control : Section 16.5. Event Logging and Auditing :
SubSection References

(Paragraph) Chapter 17. Cryptography : Section 17.1. Cryptographic Fundamentals :
SubSection Rationale & Controls 17.1.21.R.02 — Content update

(Paragraph) Chapter 17. Cryptography : Section 17.1. Cryptographic Fundamentals :
SubSection Rationale & Controls 17.1.21.C.02 — Content update

(Block) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Context NEW Subheading - Salting

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Context 17.2.13 — NEW paragraph

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Context 17.2.14 — NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection References — NEW references added

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Rationale & Controls 17.2.22.C.02 — Content update

(Block) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Rationale & Controls NEW Subheading - Salts

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Rationale & Controls 17.2.25.R.01 - NEW Rationale

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Rationale & Controls 17.2.25.R.02 - NEW Rationale

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Rationale & Controls 17.2.25.C.01 - NEW Control



(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Rationale & Controls 17.2.25.C.02 - NEW Control

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Rationale & Controls 17.2.25.C.03 - NEW Control

*NUMBERING changes occur

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Rationale & Controls 17.2.26.R.01 — Content update

(Paragraph) Chapter 17. Cryptography : Section 17.2. Approved Cryptographic Algorithms :
SubSection Rationale & Controls 17.2.26.C.01 — Content update

(Paragraph) Chapter 17. Cryptography : Section 17.5. Secure Shell : SubSection Rationale &
Controls 17.5.9.C.01 — Content update

(Paragraph) Chapter 18. Network security : Section 18.2. Wireless Local Area Networks :
SubSection Rationale & Controls 18.2.23.R.01 — Content update

(Paragraph) Chapter 18. Network security : Section 18.2. Wireless Local Area Networks :
SubSection Rationale & Controls 18.2.24.R.01 — Content update

(Paragraph) Chapter 18. Network security : Section 18.2. Wireless Local Area Networks :
SubSection Rationale & Controls 18.2.33.C.01 — Content update

(SubSection) Chapter 18. Network security : Section 18.3. Video & Telephony Conferencing
and Internet Protocol Telephony : SubSection Usage of softphones, webcams and similar
sound and video devices —Subheading updated

(SubSection) Chapter 18. Network security : Section 18.3. Video & Telephony Conferencing
and Internet Protocol Telephony : SubSection Workstations using USB softphones, webcams
and similar sound and video devices— Subheading updated

(Paragraph) Chapter 18. Network security : Section 18.3. Video & Telephony Conferencing
and Internet Protocol Telephony : SubSection Rationale & Controls 18.3.17.C.01 — Content
update

(SubSection) Chapter 19. Gateway security : Section 19.5.Session Border Controllers :
SubSection Risks and Threats — Subheading updated



(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Risks and Threats 19.5.4 — Content update

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Risks and Threats 19.5.10 — Content update

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Risks and Threats 19.5.11 — Content update

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Rationale & Controls 19.5.24.C.07 — Content update

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Rationale & Controls 19.5.25.C.01 — Content update

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Rationale & Controls 19.5.27.R.01 — Content update

(Paragraph) Chapter 19. Gateway security : Section 19.5. Session Border Controllers :
SubSection Rationale & Controls 19.5.27.C.06 — Content update

(Paragraph) Chapter 20. Data management : Section 20.2. Data Import and Export :
SubSection Rationale & Controls 20.2.10.C.01 — Content update

(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection

Rationale & Controls 20.3.8.R.01 — Content update

(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection

Rationale & Controls 20.3.8.C.01 — Content update

(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection

Rationale & Controls 20.3.9.C.01 — Content update

(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection

Rationale & Controls 20.3.11.C.01 — Content update

(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection

Rationale & Controls 20.3.11.C.02 — Content update

(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection

Rationale & Controls 20.3.12.C.01 — Content update

(Paragraph) Chapter 20. Data management : Section 20.3. Content Filtering : SubSection

Rationale & Controls 20.3.12.C.02 — Content update



(Paragraph) Chapter 21. Working Off-Site : Section 21.1. Agency-owned Mobile Devices :
SubSection Context 21.1.3 — NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 21. Working Off-Site : Section 21.1. Agency-owned Mobile Devices :
SubSection Rationale & Controls 21.1.13.R.01 — Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.1. Agency-owned Mobile Devices :
SubSection Rationale & Controls 21.1.13.R.02 — NEW Rationale

(Paragraph) Chapter 21. Working Off-Site : Section 21.1. Agency-owned Mobile Devices :
SubSection Rationale & Controls 21.1.13.R.03 — NEW Rationale

(Paragraph) Chapter 21. Working Off-Site : Section 21.1. Agency-owned Mobile Devices :
SubSection Rationale & Controls 21.1.13.C.01 — Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.1. Agency-owned Mobile Devices :
SubSection Rationale & Controls 21.1.13.C.03 — Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.2. Working Outside the Office :
SubSection Context 21.2.3 — NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 21. Working Off-Site : Section 21.2. Working Outside the Office :
SubSection Rationale & Controls 21.2.7.C.02 — Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.2. Working Outside the Office :
SubSection Rationale & Controls 21.2.13.R.01 — Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.2. Working Outside the Office :
SubSection Rationale & Controls 21.2.13.C.01 — Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.3. Working From Home : SubSection
Context 21.3.4 — NEW paragraph

(Paragraph) Chapter 21. Working Off-Site : Section 21.3. Working From Home : SubSection
Context 21.3.5 — NEW paragraph

*NUMBERING changes occur

(Paragraph) Chapter 21. Working Off-Site : Section 21.3. Working From Home : SubSection
Rationale & Controls 21.3.6.R.02 — NEW Rationale



(Paragraph) Chapter 21. Working Off-Site : Section 21.3. Working From Home : SubSection
Rationale & Controls 21.3.7.R.02 — NEW Rationale

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.10.C.016 —
Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.11.C.04 -
Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.11.C.012 —
Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.11.C.013 —
Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.12.C.02 -
Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.12.C.02 —
Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.12.C.03 —
Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.13.C.03 —
Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.13.C.04 —
Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.13.C.07 —
Content update

(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.13.C.09 —
Content update



(Paragraph) Chapter 21. Working Off-Site : Section 21.4. Non-Agency Owned Devices and
Bring Your Own Device (BYOD) : SubSection Rationale & Controls 21.4.13.C.010 —
Content update

(Paragraph) Chapter 22. Enterprise systems security : Section 22.1. Cloud Computing :
SubSection Rationale & Controls (Paragraph) Chapter 21. Working Off-Site : Section 21.4.
Non-Agency Owned Devices and Bring Your Own Device (BYOD) : SubSection Rationale
& Controls 22.1.21.C.06 — Content update

(Paragraph) Chapter 23. Supporting Information : Section 23.1. Glossary of Abbreviations :
SubSection Glossary of Abbreviations — Updated Abbreviations

(Paragraph) Chapter 23. Supporting Information : Section 23.2. Glossary of Terms :
SubSection Glossary of Terms — Updated Glossary



